[image: image1.png]INTERNATIONAL INTELLECTUAL FPROPERTY ALLIANCE

1747 PeNNsYIVANIA AVENUE, NW « Surre 825 + Wasaingron, DC + 20006-4637 « TeL (202) 833-4198 + Fax (202) 872-0546 * www.IPA.COM * EMAIL: INFO@IPA.COM






Protecting Intellectual Property Rights in a Global Environment

Keynote by Eric H. Smith

President, International Intellectual Property Alliance

Villanova University

Bartley 1011

February 18, 2004

Good afternoon, everyone, and thank you for inviting me.  Intellectual property is now the hot topic, in business schools, in law schools, at law firms, in the press, in the Congress, among the general public, particularly those who are active on the Internet, and finally in a global context, particularly as a part of the phenomenon we call globalization.  It was not always this way.  Looking back a bit to the 60’s through the early 80’s, patents, trademarks and copyrights were taught in most law schools, I can even remember the courses though I never took one – few of us did (for those few of you who were around back then).  There was always the patent and trademark legal community but this was a very specific practice and only a very few lawyers dealt with the international aspects, and only a handful on a policy level.  Copyright law was what you came across periodically if you were an entertainment lawyer or if you worked in New York or Los Angeles.  I was in Washington DC for 15 years before I became involved in the international aspects of intellectual property law and policy.  Indeed, intellectual property, or IP as we all call it, -- beyond the borders of our own country -- was a Washington/national policy backwater.  I remember in 1983-4 when I started in this field, there was only one person at the State Department that dealt with the international aspects of intellectual property rights.  Even the Patent and Trademark Office and the Copyright Office dealt only marginally with international IP issues.  But all this was about to change and I thought it would help you set the stage for your conference by looking back at the development of these issues over the last 20 or so years.  The closest word for it is “revolutionary.”

So what changed?  A few things.  In the early 80’s we were running a huge balance of payments deficit, politicians were beginning to focus on Japan and on how we could increase exports.   At the same time, businesses were becoming increasingly dependent on international trade.  Along with this, particularly in the area of copyright, copying technologies, the VCR, the audiocassette machine, the photocopier, the personal computer were beginning to proliferate rapidly outside the developed world.  In 1984, for example, four senior executives of the major copyright based trade associations, representing the movie, recording, book publishing and software industries went on a trip to Asia sponsored by the Commerce Department.  What they saw there shocked them:  100% levels of piracy of their companies’ products openly sold everywhere, the export of those pirate products throughout Asia and elsewhere in the world, (for example, Singapore was exporting 180 million unit of pirate music cassettes annually), the almost total lack of copyright laws, or at a minimum just copyright laws that protected only local works (and then not very well).  The same was true with trademarks.  Korea and Taiwan were knocking off and trading globally many of the most famous brands.  Pharmaceutical products were being copied and exported into major commercially important markets.  This was truly an eye-opener to these industries and also to the U.S. government.  

The period from 1984-1986 was when the now famous marriage of trade policy and intellectual property policy occurred -- not incidentally following this trip.  The results of that marriage continue today.  In 1984 a group of these same copyright trade associations, many of which I happened to represent at that time, joined together to sponsor amendments to the U.S. trade law which was pending in Congress.  These various amendments made it an “unfair trade practice” for foreign countries in effect to actively or passively condone the piracy and counterfeiting of U.S products.  These amendments allowed the U.S. to retaliate by denying entry into the U.S. of products that were key exports of the offending country – so-called cross-sectoral retaliation.   We also amended the U.S. unilateral trade preference programs, like the Generalized System of Preferences Program (GSP for short).  These programs permitted duty free entry of products from developing countries.  The amendment made “adequate and effective” IP protection an additional criterion for obtaining these trade benefits.  These amendments passed handily.  Let’s face it:  No member of Congress defended piracy and counterfeiting.  

Armed with these new trade tools, the copyright associations formed the IIPA and began a massive campaign to press the U.S. government to use these tools to improve protection and enforcement globally.  IIPA’s members at that time were 8 trade associations representing over 1500 companies.  Other IP-based industries also joined in this effort and sought to make use of these new tools, though no industry was quite as active as the copyright industries making up this new Alliance.  Almost immediately, IIPA issued the first ever global report on the extent of, and economic losses due to, piracy.  This was followed within months by the first Section 301 action involving IP – under the recently amended trade law – against Korea, which resulted, a year later in Korea agreeing to pass a new copyright law and extend its protection to U.S. copyrighted works.  IIPA also issued a manifesto on what U.S. trade policy should look like with IP as a major component.   I recently had occasion to go back and read that 19-year-old paper; its recommendations are as fresh today as they were then.

Improvements were very rapid during the next period, particularly when viewed against the almost total inability of our companies or the U.S. government to change the practices of foreign governments before these trade tools existed.  Singapore, Indonesia, Taiwan, Malaysia, many others – all passed new laws, first, to avoid the possibility that the U.S. could deny their exporters full access to the U.S. market and, second, because policy makers in those governments knew it was the right thing to do for their own country.  At the same time, led by IBM and some of the large pharmaceutical companies (later joined by the copyright industries) the outlines of a multilateral IP agreement were being drawn up and lobbied.  The Uruguay Round was started in 1986 and in 1990 the text, which was ultimately to become the 1994 TRIPS agreement, was agreed to.  Pressed by the entire copyright community, Congress authorized the U.S. to join the Berne Convention in 1988.  Also in 1988, IIPA pressed Congress again to strengthen these tools by institutionalizing an annual review process of how well countries measured up to the standards of “adequate and effective” protection.  This legislation created “Special 301” which has been so successful over the years in lifting levels of protection globally.

The negotiation of a TRIPS agreement in the WTO, (then the GATT) plus the effective operation of Special 301 and the unilateral trade preference programs (and most important, again the recognition that their own development demanded good IP laws) eventually resulted at the end of the ‘90s in virtually all of our trading partners passing new laws, improving their enforcement mechanisms and, in many, driving down piracy rates to levels never known in those countries.

There was one other event back then worth noting.  IIPA, in 1990, issued the first economic study measuring the impact of the copyright industries in the U.S. economy.  To everyone’s surprise, we found that collectively these industries generated close to 5% of US GDP and were growing twice as fast and employing new workers three times as fast as the remainder of the economy.   The political importance of this study and its later updates cannot be underestimated.  They provided just the right facts to command the full attention of government policy makers, not just in the U.S. but in other countries that also were discovering that their IP industries were contributing strongly to their own economic development.

The bottom line of all this is that these activities have produced literally billions of dollars of increased revenue and millions of new jobs both to U.S. and to local copyright industries in the countries that improved protection.  The U.S. now employs 4.7 million people, almost 4% of the U.S. work force.  However, despite this, the U.S. copyright industries (and copyright creators and the institutions that support them worldwide) still face grave, and in many respects, growing, threats in this new 21st century.  These threats, emanating largely from the growth of digital and on-line technology, the increased organization and sophistication of commercial pirates, and the failure of governments to adequately enforce the new laws that they had passed, required a renewed commitment to use both the old and new tools available to industry and governments.  

We estimate that the copyright industries lose, conservatively, between $20-22 billion annually to piracy worldwide, not counting losses due to Internet piracy, which we don’t yet have the techniques to estimate.  Piracy is the number one market access barrier to these IP-based industries.  In many countries in Asia, for example, piracy rates range from 40% of the market to over 90%.  As you approach the latter figure, it simply becomes impossible to do business at all.  China is a good example.  And as we have also learned, piracy can be fought in only one way, through modern continually-updated laws (to adjust to technological developments) and, even more important, effective enforcement – the latter being the most critical issue we face today. 

Last week, in our 17th annual Special 301 submission to our government, we highlighted 6 challenges that all these companies face globally in 2004.  This submission can be found on IIPA’s website, www.iipa.com.  I will tell you what those are and then spend a few minutes on a few of the key ones.   All emanate in one way or another from the digital revolution.

The first is the growing piracy of optical disc products, which causes huge losses to all the copyright industries. Increasingly, all sectors of these industries are using a common set of media to distribute their products worldwide.  These “optical disc” products include formats such as compact discs (CD), video CDs (VCD), CD-ROMs, CD-Recordables (CD-Rs), digital versatile discs (DVDs) and DVD-Rs.  An explosion in the world’s capacity to produce optical disc products has been driven by the ever-growing worldwide demand for copyrighted high-tech and entertainment products and the potential for pirates to generate billions of dollars in illegal income.  Unfortunately, global production capacity now greatly exceeds legitimate demand, with the difference inuring to the benefit of illegal pirate enterprises.  

The second challenge is the increasing role of organized criminal syndicates in piracy.  Because of the immense profits that can be garnered by producing pirate optical disc products, this illegal business has been taken over in many countries by organized crime syndicates, making it even more difficult for local authorities to combat the problem.  These criminal syndicates are highly organized, are linked across national boundaries, and have powerful friends within governments.  They have access to and control of large amounts of capital, and exploit complex distribution networks to engage in many kinds of criminal activity. In many cases, these powerful criminal networks are involved in multiple lines of criminal activities, including copyright piracy, drug smuggling, trade in illegal munitions, and money laundering.  In some cases, the proceeds of copyright piracy have been used to fund terrorist organizations. 

The third challenge is to stem the unauthorized use and copying of software by businesses.  The great majority of the billions of dollars lost to U.S. software companies from business software piracy in 2003 is attributable to this end-user software piracy.  To safeguard the marketplace for legitimate software, governments must have in place both substantive standards of protection and adequate enforcement mechanisms.  

The fourth challenge involves not only digital piracy but also the more traditional forms of piracy that continue to plague the book and journal publishing industry.  This traditional piracy comes in two forms—print piracy and commercial photocopying. 

The U.S. publishing industry continues to lose hundreds of millions of dollars per year outside our own country from unauthorized printing of entire books, including academic textbooks, professional reference books and trade books.  In addition, unauthorized commercial-scale photocopying of books and journals is responsible for the industry’s biggest losses in most territories worldwide.  This photocopying takes place in a variety of venues—commercial photocopy shops located on the perimeters of university campuses and within both profit and non-profit institutions (often accompanied by failure to compensate reproduction rights organizations (“RROs”) in countries where they exist to collect photocopying royalties).  These operations are highly organized and networked, and technology advances are making the problem worse.  

The fifth challenge is copyright piracy on the Internet.  While broadband offers exciting prospects for the legitimate dissemination of copyrighted materials of all kinds, as we all know, too often increased access to high-speed Internet connections has fueled online piracy by making it faster and easier to distribute unauthorized copies of sound recordings, software, videogames, literary material, and motion pictures. Pirates offering and distributing infringing product can now reach any part of the world with ease, no matter where they are located.  Consequently, the U.S. copyright industries face the daunting task of trying to enforce their legal rights in an online world where borders and distances no longer matter.

The sixth challenge is to use effectively the U.S. government’s current campaign of negotiating bilateral and regional free trade agreements (or FTAs).  For the IP industries, this process now occupies a place of overriding importance to them and to U.S. trade policy.  These negotiations offer an important, indeed unique, opportunity to persuade our trading partners to modernize their copyright law regimes so they can maximize their participation in the new e-commerce environment, and to improve enforcement procedures.  Since copyright issues are not being addressed in the Doha Round of multilateral negotiations under the World Trade Organization, the FTA process has become by far the most fruitful avenue to address the law reform challenges brought on by developments in technology.  

Finally, our last, but by no means least, challenge is to secure full implementation of the TRIPS “enforcement” text. While most countries have brought their substantive copyright laws up to WTO TRIPS standards, a good number of developing countries simply have not taken sufficient measures to ensure that their laws and enforcement regimes (civil, criminal, provisional remedies, and border measures) are compatible with their TRIPS obligations.  All countries must acknowledge that the TRIPS enforcement text requires effective enforcement against all types of infringements and particularly under their criminal law against “copyright piracy on a commercial scale” – the TRIPS requirement in Articles 41 and 61.  This includes not only the new forms of piracy, such as optical disc and Internet piracy of movies, records and music, entertainment and business software and books and journals, but also piracy of these works in older traditional formats.

Now, I’d like to spend the remainder of my time talking about three of these challenges.  While we are working on all simultaneously, these pose particularly complex problems demanding new and creative solutions.

First, let’s focus a bit more on what we call OD (optical disc) piracy and the role of organized crime.  The growth in the number and capacity of optical disc “factories” around the globe has been staggering.  It is noteworthy that the greatest optical disc piracy threat is in Asia and Russia, which have shown the fastest growth in the number of plants and production lines.  As we have ratcheted up enforcement against the factories with new tools I’ll discuss in a minute, the pirates have, again, taken advantage of new technological developments, and moved production increasingly from the “factory” locus, to smaller venues that are more private and harder to police.  The newest generation of pirates uses much less expensive and more portable consumer “recordable” technology — CD and DVD “burning” on CD-Rs and DVD-Rs.  That technology has now advanced so that with a very small investment, pirates can easily and cheaply replicate thousands of copies of copyrighted products for commercial sale.  We refer here not to individual consumers “burning” a copy for his/her own use but to aggressive commercial exploitation— often by the very same syndicates that operated the factories and generate millions of dollars for the pirate operators.  In some countries, like Taiwan, Brazil, Mexico, Spain and countless others, seizures of pirate product in 2003 have been overwhelmingly of “burned” product.  

To combat this problem, we use traditional copyright enforcement and, as part of countries’ WTO TRIPS obligations to provide deterrent enforcement against piracy “on a commercial scale,” we ask that every country producing a significant amount of pirate product create and enforce a specialized regulatory framework for tracking the growth of optical disc production capacity, including the cross-border traffic in production equipment and raw materials, including optical-grade polycarbonate.  These regulatory regimes must include strict licensing controls on the operation of optical disc mastering and replication facilities, and the requirement to use identification tools that identify the plant in which production occurred and that help lead the authorities to the infringer.  So far such regimes have been established in China, Bulgaria, Hong Kong, Malaysia, Philippines, Taiwan and Macau, and are under consideration in Thailand, Indonesia, India and other countries.  

You can’t talk about this kind of piracy today without talking about organized crime.  For example, syndicates with optical disc production facilities in Southeast Asia work with partners in South America to conduct a thriving trans-Pacific trade in pirate music CDs, entertainment software, and other optical disc products.  These criminal networks are highly sophisticated and are becoming increasingly dangerous to deal with.  In 2003, responding to improved enforcement against factory pirate production, the syndicates have begun moving their illegal trade into CD-R and DVD-R “burning” and to the Internet.

As one of my recording industry colleagues once said, “if you’re in the drug business, your in the wrong business.  Get into piracy:  it’s more lucrative with far less risk.”  To give an example reported recently in Time Europe.
  If you are a drug dealer with a spare $47,000 lying around to spend for a kilo of cocaine, you can turn around and sell it on the street for about $94,000, a 100% profit.  But for $47,000 and with a lot less risk, a pirate can buy or produce 1,500 pirated copies of Microsoft’s Office Professional and resell them for a profit of 900%!  

Because it is so very lucrative and unfortunately almost risk free, piracy is increasing linked with terrorism.  Interpol has reported, for example, that in Lebanon, in February 2000, an individual was arrested for piracy and suspected of fundraising for Hezbollah. The individual sold pirated music CDs, and pirated videogames by Sega, Sony and Nintendo to fund a Hezbollah-related organization.  Among the discs recovered were discs containing images and short films of terrorist attacks and interviews with suicide bombers. The discs were also allegedly used as propaganda to generate funds for Hezbollah. This individual is currently a fugitive.

Recently, one individual, who has been identified by the U.S. Treasury Department as a “Specifically Designated Global Terrorist,” is understood be a principal financier of one or two of Pakistan’s largest optical media plants.  Pakistan has become one of the most egregious exporters of pirate OD product globally.

The other area I’d like to touch on further is Internet piracy and e-commerce.  We all know about what is happening in the U.S.  But the problem is becoming increasingly acute abroad.  To combat it, IIPA members have significantly increased their monitoring of pirate product traveling over the Internet in countries in the developing world.  Webcrawlers and other search technologies have been employed to ferret out piracy occurring in many languages in addition to English.  Remember that a website can be hosted anywhere and particularly in countries without a copyright law or a weak copyright law.  It is no accident that Sharman Network, which owns the most popular P2P file-sharing software called KaZaa, is incorporated in Vanuatu!  (By the way, Sharman was recently raided by the Australian recording industry, at about the same time that that country agreed to the U.S. Australia FTA).  One of the essential tools that we are working on globally is to secure the ability of copyright owners to notify ISPs through cease and desist letters and obtain their cooperation to immediately “take down” or block access to infringing material and to otherwise prevent infringing conduct of all kinds.  The effective use of the “notice and takedown” tool is, in turn, dependent on a system of secondary liability, which exists in some but not all countries.  And, finally, as we know from our own experience here in the U.S., we must find a global solution that discourages unauthorized peer-to-peer file sharing, through aggressive enforcement against unauthorized uploaders of infringing product, whether of musical recordings, movies, business or entertainment software or literary material, as well as against services that illegally provide these file-sharing tools.  Room must be made for the new and growing legal Internet-based services for delivery of copyrighted material.  

We are also using two tools to deal with this problem before it gets out of control.  First is securing the ratification and implementation of the WIPO “Internet” Treaties.  Second, is pushing for more FTAs in more countries because a central feature of these agreements is the implementation of just these treaty obligations.  Right now there are 45 members of the WCT and 42 of the WPPT.   When the EU completes its implementation exercise soon, there will be over 60 members of these critical treaties.  This number has to expand, and the FTA process will help that effort, if we are to have in place the legal infrastructure to facilitate e-commerce in valuable protected products.


So the world doesn’t look much like it looked 20 years ago when IIPA was founded.  Huge progress has been made (few will recall that in 1997 in Taiwan audio and video piracy dropped below 15% of the market – a huge success story.  Today, unfortunately, it is back up to 40-45%!).  This happened because of good laws and aggressive deterrent enforcement, backed by the political will of governments.  But the world keeps changing.  We have digital technology and the Internet.  Piracy rates will not stay low unless we are as nimble as the pirates.  Challenges abound but the reward is worth it – enabling creative people to earn a living from the fruits of their creativity – a task perhaps even more worthwhile in the developing world than in our own.   

Thank you very much.

� “Busting Software Pirates,” Time/Europe, November 18, 2002.
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